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Executive Summary 
The integration of artificial intelligence into business operations has created a critical paradox: while AI 
offers unprecedented opportunities for efficiency and innovation, it simultaneously introduces complex 
operational risks that small and medium-sized enterprises (SMEs) are ill-equipped to manage. Traditional 
cybersecurity and risk management approaches, which rely on comprehensive data collection and 
analysis, are economically unfeasible and practically inaccessible for SMEs—creating a dangerous gap 
where 65% of SMEs struggle to implement AI governance due to cost and complexity barriers. 

morriganAI addresses this market failure through a fundamentally different approach: inference-based 
risk assessment that democratizes access to sophisticated AI risk intelligence. 

Unlike traditional methods that require extensive data collection, significant infrastructure investments, 
and months of analysis, morriganAI's three-product suite—Crow (AI Footprint mapping), Raven (workforce 
and process concentration risk assessment), and Magpie (organizational modification 
recommendations)—delivers actionable insights in hours rather than months, at a fraction of the cost. 

The core innovation lies in morriganAI's methodology: rather than attempting to achieve perfect visibility 
through comprehensive data collection, it leverages small, validated data samples combined with external 
benchmarking and sophisticated inference models. This approach is grounded in established statistical 
principles (Fisher's experimental design, Bayesian inference) and contemporary machine learning research 
demonstrating that high-quality small datasets often outperform large, low-quality datasets. 

Critical advantages include: 

1. Privacy by Design: morriganAI holds NO personally identifiable information (PII) or commercially 
sensitive information (CSI), with every data point requiring external validation. This minimizes 
breach risk and regulatory compliance challenges while avoiding employee surveillance. 

2. Economic Accessibility: Traditional risk assessments requiring 4-6 months and hundreds of 
thousands of dollars are replaced by rapid deployment delivering results in hours at a fraction of 
the cost, enabling subscription-based models that scale efficiently for SMEs. 
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3. Earlier Risk Mitigation: Identifying high-risk systems in weeks rather than months provides 4+ 
months of earlier mitigation work, creating substantial economic value through faster response 
times. 

4. Explicit Uncertainty Management: Rather than creating an "explainability illusion" through 
comprehensive documentation of black-box systems, morriganAI embraces irreducible 
uncertainty while characterizing it precisely—enabling better decisions than pretending to perfect 
knowledge. 

morriganAI represents a paradigm shift from resource-intensive comprehensive visibility to targeted, 
inference-based intelligence. By focusing on what matters most—identifying minimal indicators that reveal 
risk condition changes, establishing external benchmarks for interpretation, and applying probabilistic 
models that acknowledge uncertainty—morriganAI provides SMEs with AI risk management capabilities 
previously available only to large enterprises. This democratization of risk intelligence addresses a critical 
market failure where organizations most vulnerable to AI-related risks have been systematically excluded 
from effective risk management solutions. 

Introduction: The Growing Need 
for AI Identity and Risk 
Management 
The rapid adoption of artificial intelligence (AI) 
systems across diverse industries has 
revolutionized business processes, offering 
unprecedented efficiency, automation, and 
innovation [1]. However, this technological 
advancement has also introduced complex 
challenges related to organizational risk, 
particularly in identity and access management, 
model governance, and operational resilience. As 
organizations increasingly rely on AI agents to 
perform critical tasks, understanding the potential 
risks these agents pose and developing effective 
mitigation strategies becomes crucial. This white 
paper explores why morriganAI's approach to 
company insight is safer and more economically 
effective, particularly for SMEs navigating the 
complexities of AI integration. 

Traditional cybersecurity approaches to threat 
identification often involve gathering and analyzing 
vast amounts of data to identify potential 
vulnerabilities and predict future threats. While 
this may be suitable for large corporations with 
extensive resources, it presents significant 

challenges for SMEs. SMEs typically lack the 
financial resources, technical expertise, and 
institutional capacity to implement comprehensive 
data collection and analysis systems. This disparity 
creates a critical gap: SMEs are increasingly reliant 
on AI technologies to remain competitive, yet they 
possess minimal visibility into how these systems 
impact organizational risk. Recent research 
indicates that 65% of SMEs struggle to implement 
AI governance due to cost and complexity barriers 
[2], highlighting the urgent need for alternative 
approaches that are both effective and 
economically viable. 

Introducing morriganAI: A Novel 
Approach to AI Identity 
morriganAI (www.morriganai.com) offers a unique 
solution to AI risk management challenges by 
providing "AI Identity" tools that define the risks AI 
poses within an organization. Unlike traditional 
cybersecurity approaches, morriganAI utilizes an 
inference-based methodology that focuses on 
iteratively improving upon small, validated data 
samples rather than attempting to gather and 
analyze large datasets. This approach is safer, 
cheaper, and more appropriate for SMEs that often 
lack the resources and expertise to conduct 
traditional risk assessments. 
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morriganAI's product roadmap consists of three 
core offerings: 

1. Crow: Generates an AI Footprint of how 
and why information flows in and out of an 
organization's systems. 

2. Raven: Generates a risk assessment of an 
organization based on workforce or 
process concentrations. 

3. Magpie: Suggests organizational 
modifications that could reduce business 
risk by improving process or workforce 
design. 

By focusing on inference-based analysis and 
avoiding the collection of PII and CSI, morriganAI 
provides SMEs with a cost-effective and privacy-
preserving solution for understanding and 
mitigating their operational risks in the AI era. 

This white paper demonstrates the safety and 
economic effectiveness of morriganAI's approach 
to company insight compared to traditional 
cybersecurity methods. The paper examines the 
limitations of comprehensive data collection 
approaches, explores the theoretical foundations 
of inference-based analysis, and highlights the 
privacy-preserving benefits of morriganAI's 
methodology. Furthermore, it discusses the 
economic advantages of morriganAI's rapid 
deployment and scalability, making it an accessible 
solution for SMEs seeking to understand and 
manage their AI-related risks. 

The Limitations of Traditional 
Cybersecurity Approaches: 
Comprehensive Data Collection as a 
Double-Edged Sword 
Traditional cybersecurity approaches to threat 
identification often involve gathering and analyzing 
vast amounts of data from various sources within 
an organization. This data may include network 
traffic logs, system activity logs, user behavior data, 
and security event data. The goal is to identify 
patterns and anomalies that may indicate potential 

security threats or vulnerabilities. While 
comprehensive data collection can provide 
valuable insights into an organization's security 
posture, it also presents several significant 
challenges. 

1. Resource Intensity: Gathering, storing, and 
analyzing large datasets requires significant 
investments in infrastructure, software, 
and personnel. SMEs often lack the 
resources to support these investments, 
making comprehensive data collection 
economically unfeasible. 

2. Data Quality and Integration: The quality of 
data collected from various sources can 
vary significantly. Inconsistent data 
formats, incomplete data, and inaccurate 
data can lead to misleading or unreliable 
insights. Integrating data from disparate 
sources can also be complex and time-
consuming [3]. 

3. Privacy Concerns: Collecting large amounts 
of data, especially PII and CSI, raises 
significant privacy concerns. Organizations 
must comply with various data protection 
regulations, such as GDPR [14], which 
require them to implement appropriate 
security measures to protect sensitive 
data. 

4. False Positives and Alert Fatigue: Analyzing 
large datasets can generate a high number 
of false positives, leading to alert fatigue 
among security personnel. This can reduce 
the effectiveness of security monitoring 
and increase the risk of overlooking 
genuine security threats. 

5. The Explainability Illusion: The complexity 
of analyzing large datasets can lead to an 
"explainability illusion," where 
organizations believe they have achieved 
transparency and understanding through 
detailed documentation, while actually 
operating black box systems with minimal 
human comprehension [31]. 
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The Illusion of Perfect Visibility 
Traditional risk management frameworks often 
operate on the assumption that comprehensive 
visibility produces better decisions. Frameworks 
like COSO 2017, ISO 31000, and the COBIT 
framework emphasize the importance of collecting, 
integrating, and analyzing as much relevant data as 
possible about an organization's operational 
environment [3]. However, this pursuit of perfect 
visibility can be both costly and ineffective. 

The resource requirements for implementing 
comprehensive risk management programs can be 
substantial. A mature enterprise risk management 
program can cost hundreds of thousands of dollars 
initially and requires ongoing expenditures of six 
figures annually for medium-sized organizations. 
For SMEs, these resource requirements create a 
practical barrier that cannot be overcome through 
efficiency improvements alone. 

Moreover, the assumption that comprehensive 
visibility leads to better decisions is not always 
accurate. Contemporary organizational decision 
science recognizes that humans and organizations 
rarely make decisions based on comprehensive 
information or perfect knowledge. Rather, 
decision-makers work with incomplete 
information, uncertain estimates, and constant 
time pressure. Beyond a certain threshold, 
additional information does not improve decision 
quality and may actively degrade it by introducing 
noise, creating analysis paralysis, or consuming 
decision-making resources [40]. 

morriganAI's Alternative: 
Inference-Based Analysis 
morriganAI offers a compelling alternative by 
utilizing an inference-based methodology that 
focuses on iteratively improving upon small, 
validated data samples. This approach avoids the 
need for comprehensive data collection, reduces 

privacy concerns, and is more economically feasible 
for SMEs. 

The Power of Inference: Theoretical 
Foundations 
Inference-based approaches are rooted in 
statistical theory and contemporary machine 
learning. They operate on the principle that it is 
possible to draw valid conclusions from limited data 
by applying sophisticated analytical techniques and 
leveraging external knowledge. 

Key theoretical foundations include: 

1. Fisher's Principles of Experimental Design: 
Emphasize that well-designed small 
samples can provide reliable insights, while 
poorly designed large datasets can yield 
misleading conclusions. The quality of data 
and the validity of measurement matter 
more than raw quantity [59]. 

2. Bayesian Statistical Approaches: 
Demonstrate that prior knowledge can be 
combined with limited empirical 
observations to generate valid probabilistic 
inferences. When the general range of 
likely values is known and focused 
evidence is collected within that range, 
reasonable inferences can be made about 
actual values. 

3. Contemporary Machine Learning Research: 
Demonstrates that smaller, high-quality 
datasets often outperform larger, low-
quality datasets when the goal is to 
generate accurate predictions or insights 
[59]. 

Embracing Uncertainty: A Paradigm 
Shift 
Inference-based approaches explicitly embrace 
uncertainty rather than attempting to eliminate it. 
This represents a significant philosophical 
departure from traditional risk management, which 
often treats uncertainty as a problem to be solved 
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through additional data collection. Instead, 
inference-based methods acknowledge that some 
uncertainty is irreducible and focus on 
characterizing that uncertainty accurately. 

This aligns with contemporary research on 
uncertainty quantification in AI systems, which 
distinguishes between aleatoric uncertainty 
(randomness inherent in processes) and epistemic 
uncertainty (uncertainty about model parameters 
that could theoretically be reduced through 
additional information) [25]. By accepting 
irreducible uncertainty while characterizing it 
precisely, organizations can make better decisions 
than by pretending to perfect knowledge they do 
not possess. 

Risk Inference: A Targeted Approach 
Risk inference represents a specific application of 
these general principles to organizational risk 
assessment. Rather than attempting to observe 
every operational process and transaction, risk 
inference methods analyze carefully selected 
indicators, apply domain expertise and external 
benchmarking to interpret those indicators, and 
generate forward-looking insights about how risks 
will likely manifest [6]. 

The methodology involves several key steps: 

1. Identify Minimal Indicators: Organizations 
identify the minimal set of indicators that 
would reveal changes in risk exposure. 
Rather than collecting comprehensive 
operational data, risk inference focuses on 
key indicators that change when risk 
conditions shift. 

2. Establish External Benchmarking: 
Organizations establish external 
benchmarking sources—industry 
standards, peer comparison data, 
regulatory thresholds—that allow 
interpretation of whether observed 
indicators represent normal, elevated, or 
critical risk levels. 

3. Apply Inference Models: Organizations 
apply inference models that combine 
observed indicators with external 
benchmarks to generate probabilistic 
assessments of likely future outcomes. The 
resulting insights explicitly acknowledge 
their uncertainty while providing 
actionable direction. 

morriganAI's Implementation: 
Crow, Raven, and Magpie 
morriganAI's product roadmap leverages the 
principles of inference-based analysis to provide 
SMEs with a safer and more economically effective 
approach to company insight. 

Crow: Generating an AI Footprint 
Crow generates an AI Footprint of how and why 
information flows in and out of an organization's 
systems by analyzing carefully selected indicators 
of data flow rather than collecting comprehensive 
data on every transaction. For example, Crow might 
monitor the types of data being accessed by AI 
agents, the frequency of data access, and the 
destinations of data outputs. 

Importantly, Crow holds NO personally identifiable 
information (PII) or commercially sensitive 
information (CSI). Every Crow dataset requires at 
least one more validating source per entry, 
ensuring that the Maximum Probable Loss (MPL) of 
any breach for Crow data is essentially negligible. 
This privacy-preserving design significantly reduces 
the risk of data breaches and regulatory 
compliance issues. 

Raven: Assessing Workforce and 
Process Concentrations 
Raven generates a risk assessment of an 
organization based on workforce or process 
concentrations by observing artifacts rather than 
directly tracking work flows. For example, Raven 
might analyze the distribution of tasks across 
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employees, the dependencies between processes, 
and the potential impact of disruptions to key 
personnel or processes. 

By avoiding direct tracking of work flows, Raven 
minimizes the risk of employee surveillance and 
privacy violations. While this approach may 
produce more uncertain results, it avoids the threat 
vectors associated with data breach or employee 
privacy concerns. 

Magpie: Suggesting Organizational 
Modifications 
Magpie suggests organizational modifications that 
could reduce business risk by improving process or 
workforce design. This is achieved by analyzing the 
insights generated by Crow and Raven and 
identifying potential areas for improvement. For 
example, Magpie might suggest diversifying tasks 
across employees to reduce key person 
dependency risk [37], or streamlining processes to 
reduce the impact of disruptions [21]. 

Magpie's recommendations are based on data-
driven insights and are tailored to the specific 
needs and constraints of each organization, 
ensuring that the suggested modifications are both 
effective and feasible to implement. 

Privacy by Design: Protecting 
Sensitive Information 
morriganAI's inference-based approach naturally 
aligns with privacy-preserving principles, 
particularly data minimization. Data minimization, 
a core principle of modern privacy frameworks like 
GDPR [14], requires organizations to collect only 
data that is adequate, relevant, and not excessive 
for their stated purposes. 

Traditional comprehensive risk assessment 
approaches inherently conflict with data 
minimization principles. When organizations 
attempt to catalog every AI system, track how 
information flows through all systems, and 

maintain detailed records of operational processes, 
they necessarily collect extensive data about 
employee activities, customer interactions, and 
business operations. This creates privacy risks for 
individuals whose data is collected, increases the 
attack surface for potential data breaches, and 
creates regulatory compliance challenges. 

morriganAI's approach, by contrast, is designed to 
operate within strict data minimization constraints. 
By focusing on indicators and artifacts rather than 
comprehensive tracking, by requiring external 
validation for each data point, and by anonymizing 
or abstracting information wherever possible, 
morriganAI can generate organizational insights 
while minimizing the collection and retention of 
sensitive data. 

Avoiding Surveillance 
morriganAI's Raven product exemplifies the 
principle of avoiding surveillance. Rather than 
directly tracking employee workflows, Raven 
observes artifacts that provide insights into 
workforce and process concentrations. This 
approach minimizes the risk of employee 
surveillance and privacy violations. For example, 
Raven might analyze the distribution of tasks across 
employees based on project management data or 
code repository activity. This provides insights into 
key person dependency risk without requiring 
direct monitoring of employee activities. 

External Validation: Ensuring Data 
Accuracy 
morriganAI's requirement for external validation 
for each data point further enhances privacy 
protection. By requiring at least one more 
validating source per entry, morriganAI ensures 
that no single piece of data can be used to identify 
or track individuals. This approach also improves 
the accuracy and reliability of the data, reducing 
the risk of drawing incorrect conclusions based on 
incomplete or inaccurate information. 
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Economic Advantages: 
Accessibility for SMEs 
morriganAI's inference-based approach offers 
significant economic advantages over traditional 
cybersecurity methods. By eliminating the need for 
comprehensive data collection and analysis, 
morriganAI reduces the costs associated with 
infrastructure, software, and personnel. 

Traditional risk assessments for organizations 
integrating AI systems typically require 4-6 months 
of intensive work by specialized consultants, 
costing hundreds of thousands of dollars for initial 
implementation and requiring ongoing six-figure 
annual expenditures for medium-sized 
organizations [3]. This economic barrier effectively 
excludes most SMEs from accessing sophisticated 
risk management capabilities, despite their 
increasing dependence on AI technologies. 

morriganAI's approach fundamentally changes this 
economic equation. By focusing on inference rather 
than comprehensive data collection, morriganAI 
can deliver initial risk assessments in hours rather 
than months. This rapid deployment capability 
creates several economic advantages: 

1. Reduced Time to Value: Organizations can 
identify high-risk AI systems within weeks 
rather than months, providing 4+ months 
of earlier mitigation work. This earlier 
identification creates substantial economic 
value through faster response times and 
reduced exposure periods. 

2. Lower Implementation Costs: The 
elimination of extensive data collection 
infrastructure, specialized personnel 
requirements, and months of consulting 
engagement reduces initial 
implementation costs by an order of 
magnitude. 

3. Scalable Subscription Models: The 
efficiency of inference-based analysis 
enables subscription-based pricing models 

that are economically viable for SMEs, 
replacing the traditional model of large 
upfront investments and ongoing 
consulting fees. 

4. Reduced Ongoing Costs: Traditional 
comprehensive risk management 
programs require continuous data 
collection, analysis, and reporting. 
morriganAI's targeted approach reduces 
these ongoing operational costs while 
maintaining effective risk visibility. 

Rapid Deployment: From Months to 
Hours 
The speed advantage of morriganAI's approach 
deserves particular emphasis. Traditional AI risk 
assessments follow a predictable pattern: initial 
scoping and planning (2-4 weeks), comprehensive 
data collection across systems (6-8 weeks), data 
integration and cleaning (4-6 weeks), analysis and 
modeling (4-6 weeks), and report generation and 
presentation (2-4 weeks). This timeline assumes no 
significant obstacles; complications frequently 
extend the process further. 

morriganAI's inference-based methodology 
compresses this timeline dramatically. Initial 
indicator identification can occur within days 
through structured interviews and artifact review. 
External benchmarking leverages existing industry 
data and standards, eliminating the need for 
extensive primary data collection. Inference model 
application generates initial risk assessments 
within hours once indicators are identified. 
Iterative refinement allows organizations to 
improve assessment accuracy over time without 
requiring comprehensive data collection. 

This speed advantage is not merely a matter of 
convenience. In rapidly evolving AI environments, 
the ability to identify and respond to emerging risks 
quickly can mean the difference between effective 
mitigation and significant operational disruption. 
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Subscription Economics: Democratizing 
Access 
The economic efficiency of morriganAI's approach 
enables a fundamentally different business model: 
subscription-based access to ongoing risk 
intelligence rather than episodic consulting 
engagements. This shift has profound implications 
for SME accessibility. 

Traditional risk assessment economics create a 
binary choice: either invest substantial resources in 
comprehensive risk management or operate with 
minimal visibility into AI-related risks. For most 
SMEs, the resource requirements of 
comprehensive approaches make the choice 
effectively predetermined—they operate with 
minimal visibility not by preference but by 
economic necessity. 

Subscription-based models change this dynamic by 
spreading costs over time and aligning payment 
with ongoing value delivery. Rather than requiring 
large upfront investments, organizations can access 
sophisticated risk intelligence through manageable 
monthly or annual subscriptions. This economic 
structure makes AI risk management accessible to 
organizations that could never justify the 
traditional consulting model. 

Moreover, subscription economics align provider 
incentives with customer success. Traditional 
consulting engagements create incentives to 
maximize billable hours and extend engagement 
duration. Subscription models, by contrast, create 
incentives to deliver rapid value and maintain 
ongoing customer satisfaction. This alignment 
benefits SMEs by ensuring that their risk 
management partners are focused on efficiency 
and effectiveness rather than engagement 
extension. 

Ongoing Visibility: AI Agents as a 
Continuous Monitoring Challenge 
As organizations continue to integrate AI agents 
into critical business processes, the need for 
ongoing visibility into how these agents impact 
operational risk will only intensify. AI agents are not 
static systems that can be assessed once and then 
ignored. They evolve through learning, interact 
with changing operational environments, and 
create emergent risks that may not be apparent at 
initial deployment. 

Traditional episodic risk assessments are poorly 
suited to this dynamic environment. By the time a 
comprehensive assessment is completed, the AI 
systems being assessed may have already evolved 
significantly. The months-long timeline of 
traditional approaches creates a fundamental 
mismatch with the pace of AI system evolution. 

morriganAI's rapid deployment capabilities 
position it as a valuable diagnostic tool for 
continuous monitoring. Organizations can conduct 
frequent assessments to spot risk shifts quickly, 
enabling proactive responses rather than reactive 
crisis management. The inference-based approach 
allows for efficient updates as new information 
becomes available, without requiring complete 
reassessment from scratch. 

This ongoing visibility capability is particularly 
valuable for SMEs, which typically lack the internal 
expertise to continuously monitor AI-related risks. 
By providing accessible, efficient risk intelligence on 
an ongoing basis, morriganAI enables SMEs to 
maintain appropriate risk awareness as their AI 
systems evolve. 

Conclusion 
The rapid adoption of AI systems across industries 
has created an urgent need for accessible, effective 
risk management frameworks. Traditional 
cybersecurity approaches, while potentially 
suitable for large corporations with extensive 
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resources, have systematically failed SMEs—the 
very organizations that comprise the majority of 
the business ecosystem and are increasingly 
dependent on AI technologies for competitive 
survival. 

morriganAI's inference-based approach represents 
more than an incremental improvement; it 
constitutes a fundamental reimagining of how 
organizations can understand and manage AI-
related operational risks. 

By rejecting the assumption that comprehensive 
visibility produces better decisions—an assumption 
contradicted by contemporary organizational 
decision science—morriganAI has developed a 
methodology that delivers superior outcomes 
through targeted intelligence rather than 
exhaustive data collection. The theoretical 
foundations are robust: Fisher's principles of 
experimental design, Bayesian statistical 
approaches, and contemporary machine learning 
research all demonstrate that well-designed small 
samples with high-quality data outperform poorly 
designed large datasets. 

The practical implications are transformative. SMEs 
can now access sophisticated AI risk intelligence 
that was previously economically inaccessible, 
delivered in hours rather than months, at costs that 
enable subscription-based models rather than 
requiring six-figure annual expenditures. This 
accessibility directly addresses the market failure 
where 65% of SMEs struggle with AI governance 
implementation, providing a viable path forward as 
AI agents become increasingly embedded in 
business operations. 

The privacy-preserving design is equally significant. 
In an era of heightened data protection regulations 
and growing concerns about surveillance, 
morriganAI's commitment to holding NO PII or CSI, 
requiring external validation for every data point, 
and observing artifacts rather than directly tracking 
workflows represents a principled approach to risk 
management that respects individual privacy while 

delivering organizational insights. The maximum 
probable loss from any Crow data breach is 
essentially negligible—a stark contrast to 
traditional comprehensive data collection 
approaches that create massive attack surfaces and 
regulatory compliance challenges. 

Perhaps most importantly, morriganAI's explicit 
embrace of uncertainty represents intellectual 
honesty that traditional frameworks often lack. 
Rather than creating an "explainability illusion" 
where organizations believe they understand their 
AI systems through detailed documentation while 
actually operating black boxes, morriganAI 
acknowledges irreducible uncertainty while 
characterizing it precisely. This enables decision-
makers to act with appropriate confidence levels 
rather than false certainty. 

As organizations continue to integrate AI agents 
into critical business processes, the need for 
ongoing visibility into how these agents impact 
operational risk will only intensify. morriganAI's 
rapid deployment capabilities position it as a 
valuable diagnostic tool for continuous monitoring, 
enabling organizations to spot risk shifts quickly 
and respond proactively rather than reactively. 

The choice facing SMEs is clear: continue to operate 
with minimal visibility into AI-related risks due to 
the economic and practical barriers of traditional 
approaches, or embrace inference-based 
methodologies that deliver actionable intelligence 
within resource constraints. morriganAI has 
demonstrated that sophisticated risk management 
need not be the exclusive domain of large 
enterprises—it can be democratized through 
thoughtful methodology, privacy-preserving 
design, and economic models that scale efficiently. 

In democratizing access to AI risk intelligence, 
morriganAI is not merely offering a product; it is 
enabling SMEs to participate safely and confidently 
in the AI-augmented economy. This represents a 
critical contribution to ensuring that the benefits of 
AI innovation are broadly distributed rather than 
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concentrated among organizations with extensive 
resources, while simultaneously protecting the 
privacy and operational resilience of the businesses 
that form the foundation of the global economy. 
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